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Security Risk Assessment  Methodology 

 Control Essentials 
 

 

IT Security: 

Information security design 
and Implementation 

Vulnerability Assessments 

Penetration Testing 

Security Breach Investigation 
and Remediation 

Business Continuity Planning 

Logwatch  

Training  

 

 

 

Risk Management: 

Risk Assessment 

IT Risk Advisory  

Fraud Detection 

 

 

 

Forensic Services: 

Computer Forensics 

E-Discovery 

 

 

 

IT Audit Services: 

Application and System Imple-
mentation Reviews 

Internal Information Systems 
Audits 

 

 

 

Regulatory Compliance: 

Bank Secrecy Act 

Gramm-Leach-Bliley Act 

Fair and Accurate Credit 
Transactions Act 

Sarbanes-Oxley Act 

Health Insurance Portability 
and Accountability Act  

Family Educational Rights and 
Privacy Act 

Payment Card Industry 

 

 

Attestation Services: 

SAS 70 Reviews 

Other Attestation Services 
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As security and privacy regulations increase, today’s business environment is left with the 

daunting task of being proactive in managing risks. The best way to ensure that a busi-
ness is fully aware of its current security status and keeps a watchful eye on potential se-

curity problems is to perform periodic security risk assessments.  
 

Security risk assessments can help identify reasonably foreseeable external and internal 

threats, assess the likelihood and potential damage of these threats and assess the suffi-
ciency of security controls in place to control risks. 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 
The success of a security risk assessment boils down to the ability to develop a methodical 

and thorough approach to determine the levels of exposure of information systems and 
data to external and internal threats. Therefore, the most effective way to perform a com-

prehensive security risk assessment is to follow a structured methodology. 

 

The selected methodology should identify, analyze and prioritize security risks that could 
compromise the confidentiality, integrity and availability of data. Additionally, the method-

ology should identify existing controls, inadequate controls and controls that are missing 
altogether. 

 

The following sections summarize one of the methodologies that can be used. The said 

methodology covers the processes of identifying the organization’s assets, classifying 
them in terms of sensitivity, identifying threats that impact them and  the security con-

trols in place to mitigate those threats. 



 

Phase 1: Inventory of Information Assets 

 

The main objective of this phase is to identify information assets such 
as applications, electronic documents and physical documents that are 

used by the business to carry out it’s operations. During the inventory 
phase, sufficient information about the assets being inventoried should 

be collected as this phase will serve as the basis for the remaining 
phases. The information collected about the assets should include the 

name, type (application, physical document or electronic document) 
and area/department responsible for the asset as well as a description 

of the asset and the physical or logical location of the asset. 

 

 

Phase 2: Classification of Information Assets 
 

The main objective of this phase is to classify all the assets identified 

and inventoried according to the organization’s information classifica-
tion scheme. The classification scheme used should provide a method 

to rank assets in terms of sensitivity. After the assets are assigned a 
classification, each asset must be evaluated in terms of three primary 

security components: confidentiality, integrity and availability. 

 

 

Phase 3: Threat Analysis 

 
The main objective of this phase is to identify major existing threats that affect the information assets of the busi-

ness. The threats can range from malicious programs, disgruntled employees and alteration of data to natural 

disasters, electrical disturbances and vandalism. Each information asset must be evaluated in relation to the de-
fined threats. For each threat, a value must be assigned to 

the probability that the threat will materialize and another 
value to the level of impact that would be incurred by the 

asset if the threat were to materialize. The main product of 
this phase is the determination of a final risk factor for each 

information asset. The final risk factor is a combination of 
the classification level, threat probability and impact which 

will be used to prioritize assets in accordance to risk levels. 

 

 
Phase 4: Security Control Analysis 

 

The fourth and final phase of the security risk assessment 

process is intended to identify existing security controls for 
each individual information asset and detect any additional 

controls that should be in place. This phase should address 
the detailed testing of logical, physical and administrative 

security measures. Ideally, a mapping should be defined 
delineating the controls that would minimize each threat. For 

example, the threat of a hurricane could be minimized if 

adequate controls were in place for backup, recovery plan 
and physical security. The main purpose of this phase is to 

ensure that all the assets found to have the highest final risk 
factors in the previous phase have adequate and proper se-

curity controls in place. 
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Gap Analysis 

 

For a business to get the full benefit of a security risk assessment, a gap analysis should be performed upon com-

pletion of all four phases. A gap analysis identifies the security controls either currently missing or currently not 
working adequately in the control structure. By analyzing these control deficiencies, a business can document 

residual risk and decide whether to accept, mitigate or remediate the risks identified. In performing this task, a 
business must ensure that logical and justifiable reasoning is used to accept risks. This gap analysis should result 

in security control implementation plans organizing activities in order of priority for the organization. 

 

 
Conclusion 

 

Once a working methodology is in place, there are a few key points to keep in mind in order to keep a proactive 

approach to security risk management. Security risk assessments should be performed on a regular basis.  As the 
organization, processes, infrastructure, systems and data change, security risk assessments need to be conducted 

again to identify new risks.  Lastly, the security risk assessment process is an on-going process. Just because sig-
nificant changes have not taken place, it does not mean that the controls are still operating efficiently or that new 

threats are not present.  Keep in mind that there is no silver bullet for a business’s control structure. Security 
controls can always be fine tuned and optimized; hence taking a proactive active stance to risk management is 

the most effective way to secure your business. 
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  Enterprise Risk Management At A Glance 
 
 
ERM professionals bring a unique mix of strong academic backgrounds complemented by professional experience ranging 
from “Big Four” consulting firms to major corporations and prestigious professional certifications. A snapshot of ERM’s profile 
can be seen below: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

We encourage you to visit our website, www.emrisk.com, for details on ERM’s services, team profile, clientele and testimo-
nials from some of our clients.  
 
For further information, please contact an ERM consultant at (305) 447-6750. 
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