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AgendaAgenda
-- Current and expected security breach trendsCurrent and expected security breach trends

-- Types of security breachesTypes of security breaches

-- Information security lawsInformation security laws

-- Private industry security compliance requirementsPrivate industry security compliance requirements

-- Security breach lawsSecurity breach laws

-- Actions taken and security breach response guidelinesActions taken and security breach response guidelines

-- Law enforcement involvementLaw enforcement involvement

-- Business and legal implications of security breaches Business and legal implications of security breaches 

-- Security breach handling methodologySecurity breach handling methodology

–Prevention

–Detection

–Containment

–Investigation (manual and digital)

–Resolution and reporting

-- Live digital security breach and investigation demonstrationLive digital security breach and investigation demonstration
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What is a Security Breach?What is a Security Breach?

-- AActs that bypass existing security policies, procedures and contrcts that bypass existing security policies, procedures and controls ols 
of an organization. of an organization. 

-- SSecurity breaches focus on the compromise of data that can createecurity breaches focus on the compromise of data that can create
a reasonable risk of harm. a reasonable risk of harm. 
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Current and Expected Security Breach TrendsCurrent and Expected Security Breach Trends

Financial losses from security breaches have increased from the Financial losses from security breaches have increased from the 
previous years.previous years.

The highest dollar amount losses were related to the following tThe highest dollar amount losses were related to the following types ypes 
of security attacks:of security attacks:

-- Financial fraudFinancial fraud

-- Customer and proprietary dataCustomer and proprietary data

-- Outsider system penetrationOutsider system penetration
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Current and Expected Security Breach TrendsCurrent and Expected Security Breach Trends

-- More of the perpetrators of security breaches and computer More of the perpetrators of security breaches and computer 
crime cases are motivated by monetary gain.crime cases are motivated by monetary gain.

-- The use of targeted attacks is increasing.  This type of attackThe use of targeted attacks is increasing.  This type of attack is is 
also more difficult to detect.also more difficult to detect.

-- The development and use of malicious software is increasingly The development and use of malicious software is increasingly 
more sophisticated.more sophisticated.

-- New types of security threats are emerging.New types of security threats are emerging.
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Current and Expected Security Breach TrendsCurrent and Expected Security Breach Trends

-- The protection provided by existing technologies (e.g., virus The protection provided by existing technologies (e.g., virus 
software, firewalls) are increasingly less capable of controllinsoftware, firewalls) are increasingly less capable of controlling g 
security breaches.security breaches.

-- Insider abuse of network system access is increasing.Insider abuse of network system access is increasing.

-- The theft of laptops and mobile devices is increasing.The theft of laptops and mobile devices is increasing.
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Current and Expected Security Breach Current and Expected Security Breach 
TrendsTrends

-- The number of organizations that are reporting security The number of organizations that are reporting security 
breaches to law enforcement is increasing.breaches to law enforcement is increasing.

-- The majority of the organizations assign a small portion of theThe majority of the organizations assign a small portion of their ir 
IT budget to security measures that can assist controlling IT budget to security measures that can assist controlling 
security breaches.security breaches.
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Current and Expected Security Breach TrendsCurrent and Expected Security Breach Trends
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Type of Security BreachesType of Security Breaches

Insider abuses of the Insider abuses of the 

network access increased network access increased 

from 42% to 59%from 42% to 59%

Laptop and mobile device Laptop and mobile device 

theft increased from 47% to theft increased from 47% to 

50%50%

Viruses decreased from Viruses decreased from 

65% to 52%65% to 52%

Unauthorized access to Unauthorized access to 

information decreased from information decreased from 

32% to 25%32% to 25%
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Information Security LawsInformation Security Laws

Federal LawFederal Law

GrammGramm--LeachLeach--Bliley Act (GLBA)Bliley Act (GLBA)

Applies to Applies to ““financial institutionsfinancial institutions”” as defined by the law, that is, institutions as defined by the law, that is, institutions 
““significantly engagedsignificantly engaged”” in in ““financial activities.financial activities.””

Applies not only to banks, securities firms, and insurance compaApplies not only to banks, securities firms, and insurance companies, but nies, but 

also to other institutions providing many other types of financialso to other institutions providing many other types of financial products and al products and 

services to consumers.services to consumers.



© Copyright Enterprise Risk Management 2008 
11

Information Security LawsInformation Security Laws

Federal LawFederal Law

GrammGramm--LeachLeach--Bliley Act (GLBA)Bliley Act (GLBA)

The law is enforced by several regulatory agencies such as the FThe law is enforced by several regulatory agencies such as the FDIC, the DIC, the 
OCC, OTS, and the Federal Reserve.  OCC, OTS, and the Federal Reserve.  

NonNon--traditional financial institutions, for example universities, thtraditional financial institutions, for example universities, that are at are 

covered by the GLBA are regulated by the FTC.covered by the GLBA are regulated by the FTC.

Each regulatory agency has issued regulations and guidance underEach regulatory agency has issued regulations and guidance under the the 

GLBA.  GLBA.  
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Information Security LawsInformation Security Laws

Federal LawFederal Law

GrammGramm--LeachLeach--Bliley Act (GLBA)Bliley Act (GLBA)

Financial institutions are required to follow standards set fortFinancial institutions are required to follow standards set forth by the h by the 

regulatory agencies to protect the security, confidentiality andregulatory agencies to protect the security, confidentiality and integrity of integrity of 

nonnon--public customer information through administrative, technical anpublic customer information through administrative, technical and d 

physical safeguards.physical safeguards.

Prohibits financial institutions from sharing any information thProhibits financial institutions from sharing any information that is nonat is non--public public 

with nonaffiliated third parties.with nonaffiliated third parties.
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Information Security LawsInformation Security Laws

Federal LawFederal Law

GrammGramm--LeachLeach--Bliley Act (GLBA)Bliley Act (GLBA)

The security program should address monitoring systems and proceThe security program should address monitoring systems and procedures to dures to 

detect actual and attempted attacks or intrusions into informatidetect actual and attempted attacks or intrusions into information systems on systems 
that contain nonthat contain non--public customer information.public customer information.

The security program should include a response program that specThe security program should include a response program that specifies the ifies the 

actions to be taken when the institution detects that unauthorizactions to be taken when the institution detects that unauthorized individuals ed individuals 

have gained access to information systems that contain customer have gained access to information systems that contain customer 

information.information.

The response should include reporting to regulatory and law enfoThe response should include reporting to regulatory and law enforcement rcement 
agencies. agencies. 
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Information Security LawsInformation Security Laws

Federal LawFederal Law

Health Insurance Portability and Accountability Act  (HIPAA)Health Insurance Portability and Accountability Act  (HIPAA)

This law applies to certain entities that handle confidential meThis law applies to certain entities that handle confidential medical dical 

information.  The law requires the preservation of the security,information.  The law requires the preservation of the security, integrity and integrity and 
privacy of confidential medical information.privacy of confidential medical information.

HIPAA is enforced by the U.S. Department of Health and Human SerHIPAA is enforced by the U.S. Department of Health and Human Services vices 

(HHS).  HHS has issued regulations that require covered entities(HHS).  HHS has issued regulations that require covered entities to ensure to ensure 

the protection of patient information through administrative, tethe protection of patient information through administrative, technical and chnical and 
physical safeguards.physical safeguards.

HIPAA regulations provide a framework for how security should beHIPAA regulations provide a framework for how security should be managed managed 

for any facility that creates, accesses, shares or disposes of pfor any facility that creates, accesses, shares or disposes of patient atient 

information.information.
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Information Security LawsInformation Security Laws

Federal LawFederal Law

Fair and Accurate Credit Transaction Act (FACT Act)Fair and Accurate Credit Transaction Act (FACT Act)

In 2003 the United States Congress reacted to the increasing proIn 2003 the United States Congress reacted to the increasing problem of blem of 

identity theft by amending the Fair Credit Reporting Act with seidentity theft by amending the Fair Credit Reporting Act with sections 114 ctions 114 

and 315 of the Fair and Accurate Credit Transactions Act (FACT Aand 315 of the Fair and Accurate Credit Transactions Act (FACT Act).ct).
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Information Security LawsInformation Security Laws

Federal LawFederal Law

Fair and Accurate Credit Transaction Act (FACT Act)Fair and Accurate Credit Transaction Act (FACT Act)

In November of 2007 several Federal agencies issued their joint In November of 2007 several Federal agencies issued their joint final rules final rules 

and guidelines concerning and guidelines concerning ““Identity Theft Red Flags and Address Identity Theft Red Flags and Address 
Discrepancies.Discrepancies.””

The agencies include the OCC, Board of Governors of the Federal The agencies include the OCC, Board of Governors of the Federal Reserve Reserve 

System, FDIC, OTS, NCUA, and the FTC.System, FDIC, OTS, NCUA, and the FTC.

The joint final rules and guidelines became effective on JanuaryThe joint final rules and guidelines became effective on January 1, 2008. 1, 2008. 

The mandatory compliance date for these final rules is November The mandatory compliance date for these final rules is November 1, 2008.1, 2008.
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Information Security LawsInformation Security Laws

Federal LawFederal Law

Fair and Accurate Credit Transaction Act (FACT Act)Fair and Accurate Credit Transaction Act (FACT Act)

The new regulations impact financial institutions and creditors The new regulations impact financial institutions and creditors such as banks, such as banks, 

finance companies, automobile dealers, mortgage brokers, utilityfinance companies, automobile dealers, mortgage brokers, utility companies, companies, 

and telecommunications companies that offer or maintain one or mand telecommunications companies that offer or maintain one or more ore 

covered accounts.covered accounts.
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Information Security LawsInformation Security Laws

Federal LawFederal Law

Fair and Accurate Credit Transaction Act (FACT Act)Fair and Accurate Credit Transaction Act (FACT Act)

The new rules and guidelines require the following primary components:

Development, implementation and enforcement of an Identity Theft
Prevention Program

Performance of on-going and comprehensive risk assessments

Development of specific policies, procedures and practices to combat identity 
theft issues

Training for entity personnel

Management and oversight of the Program

Oversight of service providers
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Information Security LawsInformation Security Laws

Federal LawFederal Law

Federal Trade Commission Act (FTC Act)Federal Trade Commission Act (FTC Act)

Section 5 of the FTC Act prohibits Section 5 of the FTC Act prohibits ““unfair or deceptive acts or practices in or unfair or deceptive acts or practices in or 
affecting commerce.affecting commerce.””

The FTC guards against deception by enforcing companiesThe FTC guards against deception by enforcing companies’’ privacy privacy 

promises (implicit or express) regarding collection, use, and sepromises (implicit or express) regarding collection, use, and security of curity of 

consumersconsumers’’ personal information. personal information. 

The FTC also has used its authority to challenge information secThe FTC also has used its authority to challenge information security urity 

practices that cause substantial consumer injury.practices that cause substantial consumer injury.
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Private Industry Security Compliance Private Industry Security Compliance 
RequirementsRequirements

Payment Card Industry Data Security Standard (PCIPayment Card Industry Data Security Standard (PCI--DSS)DSS)

Visa IntVisa Int’’l, MasterCard Worldwide, American Express, Discover Financial l, MasterCard Worldwide, American Express, Discover Financial 
Services, and JCB formed the PCI SCC.Services, and JCB formed the PCI SCC.

It is an independent industry standards body providing oversightIt is an independent industry standards body providing oversight of the of the 

development and management of Payment Cards Industry Security development and management of Payment Cards Industry Security 

Standards on a global basis.Standards on a global basis.

Ensure cardholder data safeguarding.Ensure cardholder data safeguarding.

Standardize protection against fraudulent activities.Standardize protection against fraudulent activities.
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Security Breach LawsSecurity Breach Laws

Most states have enacted security breach laws.Most states have enacted security breach laws.

Florida Security Breach Notification LawFlorida Security Breach Notification Law

The Florida Statute The Florida Statute §§ 817.5681 requires organizations to notify clients within 817.5681 requires organizations to notify clients within 

45 days of a security breach, if it is reasonably believed that 45 days of a security breach, if it is reasonably believed that the unencrypted the unencrypted 

personal information of a Florida resident has been acquired by personal information of a Florida resident has been acquired by an an 

unauthorized person.unauthorized person.

Failure to do so can result in a fine from $1,000 per day to a mFailure to do so can result in a fine from $1,000 per day to a maximum fine of aximum fine of 
$500,000. $500,000. 
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Security Breach LawsSecurity Breach Laws

Florida Security Breach Notification LawFlorida Security Breach Notification Law

The timing of the notice may be delayed upon the request of law The timing of the notice may be delayed upon the request of law 

enforcement if notification would jeopardize a law enforcement ienforcement if notification would jeopardize a law enforcement investigation.nvestigation.

Organizations will be deemed to be in compliance with the FloridOrganizations will be deemed to be in compliance with the Florida law if they a law if they 

comply with notification procedures under their federal regulatocomply with notification procedures under their federal regulatory agencyry agency’’s s 
guidelines.guidelines.
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Actions Taken after a Security AttackActions Taken after a Security Attack

-- Attempt to identify perpetratorAttempt to identify perpetrator

-- Improve their security controlsImprove their security controls

-- Report the security breach to legal counselReport the security breach to legal counsel

-- Report the security breach to law enforcementReport the security breach to law enforcement
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Security Breach Response GuidelinesSecurity Breach Response Guidelines

Institutions should have a sound incident response program.Institutions should have a sound incident response program.

Take appropriate actions to ensure the contracts with service prTake appropriate actions to ensure the contracts with service providers clearly oviders clearly 

specify the actions that need to be taken to address incidents ospecify the actions that need to be taken to address incidents of unauthorized f unauthorized 

access including notification to the institution.access including notification to the institution.

Assess the nature and scope of the incident.Assess the nature and scope of the incident.

Identify the type of data, including customer information, that Identify the type of data, including customer information, that have been accessed have been accessed 
or misused.or misused.
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Security Breach Response GuidelinesSecurity Breach Response Guidelines

Notify primary Federal regulator, when applicable, as soon as poNotify primary Federal regulator, when applicable, as soon as possible ssible 
when the organization becomes aware of an incident involving when the organization becomes aware of an incident involving 

unauthorized access to sensitive customer information.unauthorized access to sensitive customer information.

Notify appropriate law enforcement authorities and filing a timeNotify appropriate law enforcement authorities and filing a timely SAR in ly SAR in 
situations involving Federal criminal violations.situations involving Federal criminal violations.

Take appropriate steps to contain and control the incident as weTake appropriate steps to contain and control the incident as well as ll as 
prevent further unauthorized access to sensitive information.prevent further unauthorized access to sensitive information.
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Security Breach Response GuidelinesSecurity Breach Response Guidelines

Preserve relevant records and evidence.Preserve relevant records and evidence.

Conduct a reasonable investigation to promptly determine the Conduct a reasonable investigation to promptly determine the 

likelihood that the information has been or will be misused.likelihood that the information has been or will be misused.

Notify customers when warranted even when they use the service Notify customers when warranted even when they use the service 

of service providers.of service providers.
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Security Breach Response GuidelinesSecurity Breach Response Guidelines

The institution may limit notification to affected customers.The institution may limit notification to affected customers.

Customer notification can be delayed if law enforcement determinCustomer notification can be delayed if law enforcement determines that release es that release 
of this information will interfere with a criminal investigationof this information will interfere with a criminal investigation..

Customer notification should be given in a clear and conspicuousCustomer notification should be given in a clear and conspicuous manner.  manner.  

Customer notification should outline the incident, type of inforCustomer notification should outline the incident, type of information subject to mation subject to 

the unauthorized access and the actions taken to protect the infthe unauthorized access and the actions taken to protect the information from ormation from 
further unauthorized access.further unauthorized access.
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Law enforcement should Law enforcement should 
be involved when:be involved when:

A technological crime A technological crime 

was committed. was committed. 

A traditional crime such A traditional crime such 

as financial fraud was as financial fraud was 

committed.committed.

Source: United States Department of Justice - http://www.usdoj.gov/criminal/cybercrime/reporting.htm

Law Enforcement InvolvementLaw Enforcement Involvement
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Business and Legal Implications of Security Business and Legal Implications of Security 
BreachesBreaches

The total financial losses in 
2007 was 27% more than 
during 2006.
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Business and Legal Implications of Security Business and Legal Implications of Security 
Breaches (cont.)Breaches (cont.)

Business Impact Business Impact –– FloridaFlorida

A front desk office coordinator at Cleveland Clinic, Weston, FloA front desk office coordinator at Cleveland Clinic, Weston, Florida, rida, 

improperly obtained Medicare information and other demographic improperly obtained Medicare information and other demographic 

information about Cleveland Clinic patients and sold the informainformation about Cleveland Clinic patients and sold the information. tion. 

The investigation revealed that the Medicare numbers were later The investigation revealed that the Medicare numbers were later used by used by 
medical providers in Miami to fraudulently bill Medicare for sermedical providers in Miami to fraudulently bill Medicare for services not vices not 

rendered and equipment not supplied, resulting in a $7 million frendered and equipment not supplied, resulting in a $7 million fraud to raud to 
Medicare. Medicare. 

The defendant pled guilty to computer fraud, conspiracy to commiThe defendant pled guilty to computer fraud, conspiracy to commit identity t identity 
theft and conspiracy to wrongfully disclose individually identiftheft and conspiracy to wrongfully disclose individually identifiable health iable health 

information.information.
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Business and Legal Implications of Security Business and Legal Implications of Security 
Breaches (cont.)Breaches (cont.)

Business Impact Business Impact –– FloridaFlorida

A Colombian citizen pled guilty to a 16A Colombian citizen pled guilty to a 16--count indictment involving a complex count indictment involving a complex 

computer fraud scheme victimizing over 600 people.computer fraud scheme victimizing over 600 people.

The defendant engaged in a complex series of computer intrusionsThe defendant engaged in a complex series of computer intrusions, , 

aggravated identity thefts and credit card frauds designed to staggravated identity thefts and credit card frauds designed to steal money eal money 
from payroll, bank and other accounts of their victims.from payroll, bank and other accounts of their victims.

The defendant engaged in a conspiracy that began with illegally The defendant engaged in a conspiracy that began with illegally installing installing 

keystroke logging software on computers located in hotel busineskeystroke logging software on computers located in hotel business centers s centers 

and internet lounges around the world. This software would colleand internet lounges around the world. This software would collect the ct the 
personal information of those who used the computers, including personal information of those who used the computers, including passwords passwords 

and other personal identifying information the victims used to aand other personal identifying information the victims used to access their ccess their 
bank, payroll, brokerage and other accounts online.bank, payroll, brokerage and other accounts online.
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Business and Legal Implications of Security Business and Legal Implications of Security 
Breaches (cont.)Breaches (cont.)

Business Impact Business Impact –– FloridaFlorida

Law enforcement officials in Florida arrested six individuals suLaw enforcement officials in Florida arrested six individuals suspected of carrying spected of carrying 

out a fraud scheme built around the misuse of credit card data sout a fraud scheme built around the misuse of credit card data stolen from retailer tolen from retailer 

TJX Companies.TJX Companies.

The expected financial losses and other business implications arThe expected financial losses and other business implications are significant.e significant.
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Business and Legal Implications of Security Business and Legal Implications of Security 
Breaches (cont.)Breaches (cont.)

Business Impact Business Impact –– CaliforniaCalifornia

A computer security consultant and several associates developed A computer security consultant and several associates developed 
malicious computer code and distributed that code to vulnerable malicious computer code and distributed that code to vulnerable 

computers.  computers.  

The computer security consultant and the others used the illicitThe computer security consultant and the others used the illicitly installed ly installed 
code to assemble armies of up to 250,000 infected computers, whicode to assemble armies of up to 250,000 infected computers, which they ch they 
used engage in a variety of identity theft schemes. used engage in a variety of identity theft schemes. 

The defendant also used the compromised computers to defraud banThe defendant also used the compromised computers to defraud banks ks 

and an advertising company.and an advertising company.
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Security Breach Handling MethodologySecurity Breach Handling Methodology

The overall security breach handling methodology has the followiThe overall security breach handling methodology has the following ng 
5 phases:5 phases:

Prevention Detection Investigation
Resolution /          
Reporting

Containment
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Security Breach Handling Methodology Security Breach Handling Methodology 
PreventionPrevention

The main goal of this phase is to understand the overall The main goal of this phase is to understand the overall 

company infrastructure, not only from the informational point ofcompany infrastructure, not only from the informational point of

view, but also from the attacker point of view.view, but also from the attacker point of view.

Information ViewInformation View

- The technology, information systems and security 
infrastructure in place

- Internal and external system users

- Operational and business processes

- The potential areas of exposure for security breaches
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Security Breach Handling Methodology Security Breach Handling Methodology 
PreventionPrevention

The main goal of this phase is to understand the overall companyThe main goal of this phase is to understand the overall company

infrastructure, not only from the informational point of view, binfrastructure, not only from the informational point of view, but also from ut also from 

the attacker point of view.the attacker point of view.

Attacker ViewAttacker View

- Security risk assessments

- Security audits

- Security vulnerability and penetration testing

- On-going security monitoring

- Application of patches and updates
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Security Breach Handling Methodology Security Breach Handling Methodology 
DetectionDetection

Most important thingMost important thing!! Define what are acceptable and !! Define what are acceptable and 

unacceptable behaviors.unacceptable behaviors.

Use of combination of technologies and procedural monitoring Use of combination of technologies and procedural monitoring 

controlscontrols

- IDS/IPS, firewall, routers, operating systems, 
databases, applications

- Event log correlation applications

- Employees that are aware and trained to detect, react 
and report suspicious activities
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Security Breach Handling Methodology Security Breach Handling Methodology 
DetectionDetection

-- Involve legal counselInvolve legal counsel

-- Notify regulatory bodies as requiredNotify regulatory bodies as required

-- Estimate the scope of the incidentEstimate the scope of the incident

-- Document everything that happensDocument everything that happens

-- Handle necessary reporting for regulatory agencies, laws Handle necessary reporting for regulatory agencies, laws 

enforcement, SARs and customersenforcement, SARs and customers
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Security Breach Handling Methodology Security Breach Handling Methodology 
ContainmentContainment

The goal of this phase is to limit the extent of the attack and The goal of this phase is to limit the extent of the attack and thus the thus the 

potential damage or loss.potential damage or loss.

-- Apply changes to systems to control the attackApply changes to systems to control the attack

-- Define response strategy options Define response strategy options 

-- Establish notification escalation procedures Establish notification escalation procedures 

-- Document details, conversations and actionsDocument details, conversations and actions

-- Handle necessary reporting for regulatory agencies, laws       Handle necessary reporting for regulatory agencies, laws       

enforcement, SARs and customers enforcement, SARs and customers 

-- Organize a public relations programOrganize a public relations program
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Security Breach Handling Methodology Security Breach Handling Methodology 
InvestigationInvestigation

The investigation phase determines who, what, when, where, and The investigation phase determines who, what, when, where, and 

how surrounding an incident.how surrounding an incident.

-- Plan the investigation approachPlan the investigation approach

-- Document details, conversations and actionsDocument details, conversations and actions

-- Acquire evidence related to the security breach Acquire evidence related to the security breach 

-- Determine whether to continue with the investigationDetermine whether to continue with the investigation

-- Conduct forensic investigationConduct forensic investigation

-- Handle necessary reporting for regulatory agencies, laws       Handle necessary reporting for regulatory agencies, laws       

enforcement, SARs and customersenforcement, SARs and customers
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Security breach handling methodologySecurity breach handling methodology
Resolution and ReportingResolution and Reporting

Prepare an incident final reportPrepare an incident final report

Handle necessary reporting for regulatory agencies, laws    enfoHandle necessary reporting for regulatory agencies, laws    enforcement, rcement, 

SARs and customersSARs and customers

Prepare a forensic report (clear, nonPrepare a forensic report (clear, non--technical, legal document) technical, legal document) 

FollowFollow--up the incidentup the incident

Lessons learnedLessons learned

Training material for new team membersTraining material for new team members

Yield information that might be useful for legal proceedingYield information that might be useful for legal proceeding

Justify an organizationJustify an organization’’s incident response effort (Metrics)s incident response effort (Metrics)
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DemonstrationDemonstration

Financial Institution ABC has a need to perform an investigationFinancial Institution ABC has a need to perform an investigation on a on a 
recent breach of customer data.  According to the limited providrecent breach of customer data.  According to the limited provided ed 
information, a large portion of the institutioninformation, a large portion of the institution’’s customers have s customers have 
complained on charges on their credit card accounts, which seem complained on charges on their credit card accounts, which seem to be to be 
due to fraudulent activity.  due to fraudulent activity.  

The institution has communicated that all of its customer data iThe institution has communicated that all of its customer data is kept s kept 
logically in a secure database backed by a very secure and contrlogically in a secure database backed by a very secure and controlled olled 
infrastructure.   Additionally, external monitoring agents have infrastructure.   Additionally, external monitoring agents have not reported not reported 
anything out of the ordinary.anything out of the ordinary.

ABC has hired ERM to further investigate the incident.ABC has hired ERM to further investigate the incident.
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QuestionsQuestions


